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Key Takeaways

Digitally Transform With Digital Signature And 

Trust Services Providers

More than ever, digital transformation is 

paramount for every organization. From digitizing 

simple transactions to delivering digital processes 

with a high degree of assurance and governance, 

these solutions push your digital transformation 

efforts to the next level.

Select Vendors Based On Size And 

Functionality

Clients must focus on the vendors that meet 

their specific needs, looking at the details of 

their offerings in terms of product functionalities, 

related services, and the level of identity and 

process assurance they offer.

Assess Your Digital Transformation Risks To 

Choose Your Provider

Identity fraud, threats to data integrity, and 

privacy abuses are top of mind for S&R. But 

digital transformation creates new risks, such as 

customer experience and employee experience 

risks, that S&R and their peers must also assess 

when selecting the right provider.

Why Read This Report

You can use digital signature and trust services 

providers to accelerate digital transformation, 

improve the experience of your employees and 

customers, while delivering strong compliance, 

governance, and assurance to your business. 

But to realize these benefits, you’ll first have to 

select from a diverse set of vendors that vary by 

size, functionality, geography, and vertical market 

focus. Security and risk (S&R) professionals 

should use this report to understand the value 

they can expect from a digital signature and trust 

services provider and to select one based on size 

and functionality.

This PDF is only licensed for individual use when downloaded from forrester.com or reprints.forrester.com. All other distribution prohibited.
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Digitally Transform With Digital Signature And Trust Services Providers

A mix of physical and digital interactions will continue to define market relationships in the future.1 

Consumers have acquired new digital habits, employees are ready to embrace flexible working on a 

permanent basis, and supply chains leverage digitalization to cope with increasing complexity. Every 

organization, even the most resistant to change, is resetting its digital priorities. Digital signature and 

trust services providers help S&R professionals, and their digital peers, support these efforts while 

navigating regulatory requirement and security risks. Forrester defines the digital signature and trust 

services providers market as:

Products and services that enable the digital transformation of business processes and 

operations that require a legally binding agreement between parties, whose digital identities have 

been previously attributed and contextually verified.

Identity attribution and authentication methods, the specific effects of the signature, and the 

management of the pre-, post-, and during signing processes vary according to regulatory 

requirements, risks, and established practices.

While putting digital transformation on a fast track, these providers can also help organizations:

• Deliver superior digital experiences. Forty percent of surveyed global purchase influencers say 

that improving the experience of their customers is a high or critical priority over the next year.2 

Another 27% state that investing in digital experience technologies is likewise a high or critical 

priority technology initiative for the coming year.3 These executives understand that delivering 

superior customer experience drives their business success. Our research also shows that happy, 

satisfied employees are more likely to deliver better customer experiences.4 Digital signature and 

trust services providers can support both objectives.

• Increase efficiencies through automation, while promoting collaboration. Workflow automation 

can streamline and standardize traditionally manual and informal processes, enabling the business 

to move much faster. From simple to more complex contract workflows, for example, users 

can automatically and conditionally route contracts to internal and external parties through the 

appropriate channels. These solutions also promote collaboration with their own native capabilities 

and through integration options with some of the most popular collaboration tools such as Google 

Workspace, Microsoft, or Slack.

• Improve process and identity assurance to reduce security and legal risks. Strong governance 

and auditable compliance logs result from processes and transactions that are brokered through 

digital signature and trust services platforms. Clients use these sophisticated onboarding platforms 

to grant digital identities to their customers or to verify existing ones, depending on the use case. 

Firms in regulated verticals can also rely on these solutions to perform identity checks according to 

know your customer (KYC) requirements or comply with strong authentication requirements such 

as those in the European Payment Services Directive 2.5
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Select Vendors Based On Size And Functionality

We’ve based our analysis of the digital signature and trust services market on two factors: market 

presence and functionality.

Digital Signature And Trust Services Market Presence Segments

We segmented the vendors in this market into three categories, based on digital signature and trust 

services revenue: large established players (more than $40 million in digital signature and trust services 

revenue), midsize players ($10 million to $40 million in revenue), and smaller players (less than $10 

million in revenue) (see Figure 1). We did not include vendors that we estimated to have less than $1 

million in revenue.
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FIGURE 1 Now Tech Market Presence Segments: Digital Signature And Trust Services, Q1 2021
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Digital Signature And Trust Services Capabilities Segments

To explore functionality at a deeper level, we broke the digital signature and trust services market into 

four segments, each with varying capabilities (see Figure 2 and see Figure 3):

• Digital trust services platforms digitize with strong governance and compliance. Vendors in 

this group, also referred to as “qualified trust services providers,” comply with the requirements of 

the European electronic identification and trust services regulation and offer a range of qualified 

services — such as e-delivery, qualified timestamping, etc. — to support the needs of customers 

that require a high level of assurance.6 As certificate authorities (CAs), they issue digital identities 

to end users and take full liability if any false positives occur. Their offering aspires to progressively 

match the features of digital transformation platforms but with added governance and compliance. 

Their onboarding platforms are sophisticated, combining the creation of audit trails with a high level 

of assurance with almost frictionless CX. Integration through APIs and workflow automation for 

regulated workflows are also part of these offerings.

• Digital transformation platforms offer flexibility to deliver optimal CX and EX. Digital 

transformation platforms are the option for companies that want to leverage the agility of digital 

signatures and the underlying processes to push their digital transformation further. These are 

digital transformation engines. Some vendors in this segment can also offer qualified and/or 

advanced signatures in addition to electronic signatures, but they typically partner with a CA to 

issue identity certificates, as well as in offering other qualified services. Customers can also rely on 

a range of third parties’ electronic identity (e-IDs) options — such as bank IDs — for provisioning 

digital identities to end users. These offerings are extremely flexible, deliver optimal customer 

and employee experience, and increase efficiency. Their platforms offer support for collaboration, 

content management, and workflow automation.

• E-signature specialists prioritize ease of use. For customers that have more targeted needs 

when it comes to digital signature and are looking for faster and easy deployments, e-signature 

specialists provide the right support. These vendors offer a variety of signature options (including 

advanced and qualified) natively, or most often through partnerships, but simple e-signature is 

their bread and butter. They are easy to use and offer integration options with most common 

contract workflows as well as third parties’ e-IDs. However, the range of services they offer is 

limited. Collaboration support is basic, enterprise content management is possible through other 

products — often attached — but different than the e-signature product (for example, a content 

management software that also offers e-signature), and qualified services are rarely offered and 

only through partnerships.

• PKI specialists offer more basic, but robust, solutions. These vendors are defined by their 

native, cryptographic capabilities — referred to as public key infrastructure (PKI) that they leverage 

for authenticating users and devices in the digital world. Most providers in this group are also 

CAs and, as such, they are able to issue digital identity certificates that become the foundation of 

their own digital signature offerings as well as of the offerings of third parties. PKI specialists best 
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support customers that want digital signatures with high-level assurance but don’t need the range 

of qualified services that a full-blown trust services platform would deliver. Customers should think 

of them as their building block for trust digital services but at the basic level. These providers are 

typically vendors of other security products and services that are often based off their native PKI.
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FIGURE 2 Now Tech Functionality Segments: Digital Signature And Trust Services, Q1 2021, Part 1
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FIGURE 3 Now Tech Functionality Segments: Digital Signature And Trust Services, Q1 2021, Part 2
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Align Individual Vendor Solutions To Your Organization’s Needs

The following tables provide an overview of vendors, with details on functionality category, geography, 

and vertical market focus (see Figure 4, see Figure 5, and see Figure 6).

FIGURE 4 Now Tech Large Vendors: Digital Signature And Trust Services, Q1 2021

>$40M in annual category revenue

Primary

functionality

segments

Geographic

presence

(by revenue %)

Vertical

market focus

(by revenue)

Digital 
transformation 
platform

Digital 
transformation 
platform

Digital trust 
platform

Digital trust 
platform

NA 65%; LATAM 5%; 
EMEA 20%; APAC 10%

NA 70%; EMEA 25%; 
APAC 5%*

NA 1%; LATAM 1%; 
EMEA 97%; APAC 1%

NA 1%; LATAM 2%; 
EMEA 96%; APAC 1%

Professional and 
technical services; 
financial services; 
healthcare and life 
sciences

Financial services; 
healthcare and life 
sciences; public 
sector*

Financial services; 
information 
technology; utilities

Financial services; 
telecom; insurance

Sample

customers

HSBC; Microsoft; 
Sanofi

AstraZeneca; 
Salesforce; 
Santander

BNP Paribas; Enel; 
Frontex

Allianz; Daimler; 
Raiffeisen Bank

Adobe

DocuSign

InfoCert

Namirial

*The vendor did not provide information for this cell; this is Forrester’s estimate.
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FIGURE 5 Now Tech Midsize Vendors: Digital Signature And Trust Services, Q1 2021

Primary

functionality

segments

Geographic

presence

(by revenue %)

Vertical

market focus

(by revenue)

PKI specialist; 
e-signature 
specialist

Digital 
transformation 
platform

E-signature 
specialist

Digital 
transformation 
platform

Digital 
transformation 
platform

Digital trust 
platform

NA 5%; LATAM 5%; 
EMEA 85%; APAC 5%

NA 87%; EMEA 13%*

NA 90%; EMEA 10%*

NA 85%; other 15%*

EMEA 100%*

EMEA 100%

Public sector; 
financial services; 
high-tech

High-tech; real 
estate; financial 
services*

Financial services; 
real estate; 
high-tech

Financial services; 
insurance; 
government

Financial services; 
government; real 
estate*

Financial services; 
healthcare; human 
resources

Sample

customers

Airbus; Banca 
d’Italia; Banco de 
Chile; Deutsche 
Bundesbank; 
Flemish 
Government

Vendor did not 
disclose

Dataiku; 
Greenhouse; Vivial

BMO; Munich RE; 
USDA

Bank Norwegian; 
Entercard; Nordnet

Coffero; 
eHealth-Tec; Klarna 
Bank; Medgate; 
Solarisbank

Ascertia

Citrix

HelloSign

OneSpan 

Sign

Signicat

Swisscom 

Trust 

Services

*The vendor did not provide information for this cell; this is Forrester’s estimate.

$10M to $40M in annual category revenue
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FIGURE 6 Now Tech Small Vendors: Digital Signature And Trust Services, Q1 2021

Primary

functionality

segments

Geographic

presence

(by revenue %)

Vertical

market focus

(by revenue)

E-signature 
specialist

PKI specialist

E-signature 
specialist

E-signature 
specialist

Digital 
transformation 
platform

E-signature 
specialist

PKI specialist

Digital 
transformation 
platform

E-signature 
specialist

NA 72%; LATAM 1%; 
EMEA 17%; APAC 10%

NA 35%; LATAM 20%; 
EMEA 40%; APAC 5%

EMEA 100%

NA 80%; EMEA 20%

NA 32%; EMEA 41%; 
APAC 27%

NA 80%; LATAM 5%; 
EMEA 10%; APAC 5%*

NA 100%

NA 80%; EMEA 20%*

EMEA 100%

Services and 
consulting; 
high-tech; financial 
services

Public sector; trust 
services; banking

Financial services; 
real estate; HRM

Financial services; 
transportation; 
healthcare

Banking; insurance; 
government

Public sector; 
financial services; 
manufacturing*

Real estate; wealth 
management; 
notarization

Real estate; financial 
services; human 
resources*

Real estate; 
recruitment; legal

Sample

customers

Brightpearl; 
PatientPoint; 
Traction on Demand

Vendor did not 
disclose

ABN AMRO; ALD 
Automotive; Crédit 
Agricole

Cegedim SA; 
Oracle; Wells Fargo

Alliant Insurance 
Services; Caruana 
Financeira; First 
West Credit Union

Vendor did not 
disclose

HCA Healthcare; 
Lone Wolf 
Technology; 
Pershing

Vendor did not 
disclose

Connells; Gi Group; 
Sort Move

Conga

Entrust

Evidos

iSign 

Solutions

Kofax

OpenText

SIGNiX

SignNow

Yoti Sign

*The vendor did not provide information for this cell; this is Forrester’s estimate.

<$10M in annual category revenue



FOR SECURITY & RISK PROFESSIONALS

Now Tech: Digital Signature And Trust Services, Q1 2021

March 25, 2021

© 2021 Forrester Research, Inc. Unauthorized copying or distributing is a violation of copyright law.  

Citations@forrester.com or +1 866-367-7378

12

Forrester’s Overview Of 19 Digital Signature And Trust Services Providers

Recommendations

Assess Your Digital Transformation Risks To Choose Your Provider

With identity fraud, threats to data integrity, and privacy abuses among the top risks that organizations 

face, there is plenty for S&R pros to worry about. But digitally transforming the business’ processes, 

operations, and compliance creates an array of new risks that also deserve assessment and 

appropriate mitigation. As a result, the business will be able to exploit new opportunities, too. When 

defining the use case for digital signature and trust services, S&R professionals and their peers must:

• Balance security and compliance risks with their desired CX and EX. Companies in financial 

services or other regulated verticals, where incidents concerning identity fraud are particularly 

serious and which must comply with KYC and other business requirements on governance and 

assurance, should consider options that help them against these risks. Some friction in the 

experience is a low that most customers will tolerate. But not all transactions they manage are 

equally risky. In fact, S&R pros across verticals must run adequate risk assessments on the use 

cases that they want to digitize to strike the right balance between the required assurance and the 

customer and employee experience they want to deliver.

• Reduce geopolitical fragmentation and risk. Digital value chains are often global. Customers 

and employees work from different regions, with different culture and rules to follow. Even across 

European countries it’s easy to find specific regional requirements or cultural preferences on digital 

identification and signatures. Some parts of the world, like the Middle East, are going through 

massive digital transformation and might soon prove to be a land of opportunity for digital signature 

and trust services, almost not existing today. As you choose your preferred solution, consider how 

it would support your geopolitical needs and help you navigate through growing fragmentation.

• Innovate with electronic identities. The range of options around identity verification is exploding, 

and most vendors across segments support integration with e-IDs from third parties. The idea is 

that if another entity, such as a bank, has already verified the identity of a customer so as to give 

access to credit or to a bank account, that same e-ID can satisfy assurance requirements for a 

range of other services and transactions that are lower risk. This might be the case for accessing 

car sharing services or alternative payment methods, for example. Thinking strategically about 

digital identities and how to leverage them not only satisfies security requirements, but it can open 

up new opportunities to innovate existing services or creating new ones.
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Supplemental Material

Market Presence Methodology

We defined market presence in Figure 1 based on factors such as survey data provided by vendors, 

publicly available data, and comparisons with digital signature and trust services peer organizations.

To complete our review, Forrester requested information from vendors. If vendors did not share this 

information with us, we made estimates based on available secondary information. We’ve marked 

companies with an asterisk if we estimated revenues or information related to geography or industries. 

Forrester fact-checked this report with vendors before publishing.
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Companies Interviewed For This Report

We would like to thank the individuals from the following companies who generously gave their time 

during the research for this report.

Adobe

Ascertia

Conga

DocuSign

Entrust

Evidos

HelloSign

InfoCert

iSign Solutions

Kofax

Namirial

OneSpan Sign

SIGNiX

Swisscom Trust Services

Yoti Sign

Endnotes
1 See the Forrester report “The New, Unstable Normal: How COVID-19 Will Change Business And Technology Forever.”

2 Base: 19,613 global purchase influencers (past 12 months/next 12 months). Source: Forrester Analytics Business 

Technographics® Priorities And Journey Survey, 2020.

3 Base: 19,535 global purchase influencers (past 12 months/next 12 months). Source: Forrester Analytics Business 

Technographics Priorities And Journey Survey, 2020.

4 See the Forrester report “The CIO’s Guide To Employee Experience.”

5 See the Forrester report “The Time For A Digital Signature Is Now.”

6 A list of services typically offered by these vendors can be found here. Source: “Trusted List Browser,” European 

Commission, February 28, 2020 (https://webgate.ec.europa.eu/tl-browser/#/search/name?searchCriteria=aW5mb2Nlc

nQ%3D).

http://www.forrester.com/go?objectid=RES161461
http://www.forrester.com/go?objectid=RES148920
http://www.forrester.com/go?objectid=RES156975
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