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What form of authentication is sufficient for my digital process?

The answers to four frequently asked questions:

1. What type of authentication is required by different documents?

2. What is legally valid?

3. What types of electronic signatures are available?

4. What criteria should they meet?

Checkbox, scribble or 
digital signature?

       Digital 

     Authentication?
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Because electronic signatures 

have the same legal status as 

handwritten signatures,  

a digitally signed document has 

the same legal status as one 

signed by hand. However, the 

electronic signature must still 

comply with the requirements 

that are set by law.
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Would you rather talk 
to an expert?

 Please do not hesitate to contact us: 

0031 23 799 69 99 

Want to digitise  
your process and still 

meet the criteria? 

Try out electronic signatures  

yourself  using the link below.

TRY FOR FREE
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More and more organisations choose to digitise 

their primary processes. Even contracts, 

declarations, quotes and other key documents 

requiring legal certainty are entering the 

digital sphere. But how do digital documents 

fare when it comes to legal validity and 

authentication strength?  

The digital-signature market is currently 

booming – more and more organisations are 

striking the right balance between transaction 

risk and the authentication strength that is 

required by the digital process. How do you 

proof John Doe was actually the person that 

signed the contract?  Laws (and sometimes 

also supervisory authorities) do impose strict 

requirements on digital signatures, and each 

process should be carefully thought through.

What is the legal framework for electronic 

signatures? What type of authentication 

is required by different documents? 

What is legally valid, what forms of digital 

authentication are available, what criteria must 

they meet and what should be considered 

when choosing a digital signature solution? 

This white paper assesses you about the legal 

and European requirements applicable to 

electronic signatures.

Introduction

Before we discuss the foregoing questions, 

we will first discuss in this part how the 

910/2014 Regulation (hereinafter: eIDAS 

Regulation) came into force. It all began with 

the introduction of the Directive on electronic 

signatures 1999/93/EC (hereinafter: 

eSignature Directive). This was a first attempt 

to regulate digital signature services within 

the European Union. This eSignature Directive 

required member states to adopt laws that 

ensure electronic signatures are legally 

valid within their country. The aim of the 

eSignature Directive was to ensure electronic 

signatures were legally recognized within 

the European Union. However, the member 

states interpreted the eSignature Directive 

differently, so that the validity of electronic 

signatures differed per country. To eliminate 

these restrictions and obstacles between 

member states, the eIDAS Regulation was 

introduced.  

eIDAS Regulation

The eIDAS Regulation ‘seeks to enhance 

trust in electronic transactions in the internal 

market by providing a common foundation 

for secure electronic interaction between 

citizens, businesses and public authorities, 

thereby increasing the effectiveness of 

public and private online services, electronic 

business and electronic commerce in  

the Union’. 
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The eIDAS Regulation differs from the 

eSignature Directive because the eIDAS 

Regulation applies directly to the member 

states. The implementation of the eIDAS 

Regulation in national law is therefore not 

necessary. The eIDAS Regulation provides 

clarity for all member states and provides  

the legal framework of electronic signatures 

in the European Union.

Please note that eIDAS Regulation specifies 

more than only the esignature law. eIDAS 

also specifies the way how digital identities 

can be classified (low, substantial, high), the 

obligation of governmental organizations to 

accept notified electronic identities of other 

member states, the technical standard to 

Various market research agencies predict 

a bright future for the digital signature. Its 

popularity is easy to understand: with the rise 

of the Internet, letters and paper contracts 

have been replaced by emails and digital 

documents, which are difficult to authenticate 

using a physical signature. 

The rise of electronic signatures
What’s more is that digital or electronic 

signatures offer additional benefits over 

traditional signatures:

•  Digital signatures are faster; there is 

no need to print, sign and then send a 

document by post back to the sender.

•  Digital signatures are very cheap. The costs 

of printing, sending, signing, returning and 

scanning a paper document can easily 

mount up to €3. Digital signatures can 

reduce these expenses by an estimated 75%.

  It is, for example, no longer necessary to 

put a stamp on an envelope that contains 

printed and signed documents, and the 

number of administrative steps is reduced 

significantly.

•  Digital signatures offer greater control  

of the process.  

Digital documents can be traced.

• Digital signatures save paper.

exchange authentication assertions and the 

certification of trusted service providers. This 

whitepaper focuses on the esignature law as 

part of the eIDAS framework. 

The eIDAS Regulation makes a distinction 

between electronic signatures, advanced 

electronic signatures and qualified electronic 

signatures. 

‘To us, the switch to Evidos meant giving 

electronic effect to the well-known 

financial industry mantra of “know your 

customer”.’

Bram Verheijen, Product- and Marketmanager BNP 

Paribas Personal Finance
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An important question to be answered is 

how agreements can be concluded. Within 

Europe, the principle of ‘consensualism’ is still 

an important figure within European contract 

law. This means that an agreement will be 

concluded on the basis of an offer and the 

acceptance of the offer. In principle, no formal 

requirements need to be fulfilled. This means 

an agreement can be concluded verbally, in 

writing or electronically. 

An electronic signature for instance is not 

always necessary to ensure the legal validity 

of an agreement. If allowed by national 

law, an agreement can also be concluded 

by e-mail or by selecting a checkbox for 

example. However, national law can prescribe 

requirements to be fulfilled in order to 

conclude a valid agreement. For example, in 

the Netherlands an employment contract that 

contains a non-competition clause must be 

concluded in writing under Dutch law.  

Dutch law provides also the possibility to 

meet this requirement by concluding the 

agreement electronically. 

In addition, in some cases national law 

prescribes an agreement must be concluded 

in writing and must be signed. For example, in 

the Netherlands, under the Dutch copyright 

law the transfer of copyrights can only be 

achieved by signing a ‘deed of transfer’.  

Dutch law also provides the possibility to 

meet this requirement by concluding and 

signing the agreement electronically. 

These requirements can differ from a member 

state to another.

If the national law does not set any 

requirement for concluding agreements, 

this means parties can reach an agreement 

in any way they choose. For example, the 

verbal acceptation of an offer or an email 

with an outline of the contract and an ‘agree’ 

option to accept can result in an legally valid 

agreement. However, problems can arise 

if a party is challenging the integrity of the 

conclusion of the agreement, for example if a 

party denies that the offer is accepted by their 

representatives. In such cases it is difficult 

to prove whether a party genuinely sent the 

“agree” email or placed the tick themselves. 

This is, among others, why parties choose 

to (digitally) sign an agreement instead of 

accepting an offer in another way, such as  

a verbal acceptation or by ticking a checkbox. 

By (digitally) signing the agreement, the 

signed agreement have more evidentiary 

effect. Moreover, for example in the 

Netherlands a (digitally) signed agreement 

‘Many organisations believe that a 

digital signature is a scanned version 

of a handwritten signature. But digital 

signatures involve much more than simply 

replacing a handwritten signature with 

a scanned image, or a ‘scrawled’ version 

using a touchpad or mouse.’

Zivko Lazarov, founder of Evidos – Signhost.com

Concluding agreements: is  
a checkbox sufficient?

‘The Evidos electronic signatures 

and electronic identification 

methods meet the requirements  

of the European Union’s  

eIDAS regulation.’
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The eIDAS Regulation makes a distinction 

between the standard electronic signature, 

advanced electronic signature and qualified 

electronic signature:

1.  Standard electronic signature.
The standard electronic signature is 

defined in article 3 (10) of the eIDAS 

Regulation as data in electronic form which 

is attached to or logically associated with 

other data in electronic form and which is 

used by the signatory to sign. This is the 

most basic form and refers to any type 

of ‘signature’ that verifies authorship and 

provides information on the integrity of the 

message. A standard electronic signature 

might be a scanned image of a handwritten 

signature placed in the document, or one 

‘scribbled’ using the mouse.

The eIDAS Regulation provides three 

criteria that need to be fulfilled in order 

to qualify the signature as a standard 

electronic signature:

1. The existence of ‘data in electronic form’;

2.  attached to or logically associated with 

other data in electronic form; and

3. used by the signatory to sign.

Electronic signatures under  
the eIDAS Regulation

will have absolute evidential force in legal 

proceedings. The judge cannot put down this 

compelling evidence. With respect to other 

(non-signed) documents, the judge  

can determine the value of the documents  

as evidence. 

Electronic signatures can help in these 

situations, as they allow the recipient of 

the signature to prove that a message or 

agreement genuinely came from the sender. 

Even so, the authentication strength does 

depend on the method used to provide  

the signature.

These criteria are not further explained 

in the eIDAS Regulation, with the 

consequence that the fulfilment of these 

criteria leave room for interpretation. This 

means that many electronic tools can 

meet those criteria and can be qualified as 

standard electronic signature. 

The eIDAS Regulation stipulates that a 

standard electronic signature ‘shall not 

be denied legal effect and admissibility as 

evidence in legal proceedings solely on 

the grounds that it is an electronic form 

or that it does not meet the requirements 

for qualified electronic signatures’. Each 

member state has the possibility to define 

the legal effects of the standard electronic 

signature. This means that the legal effect 

of a standard electronic signature is 

depending on national legislation. 

‘According to the law, any 

agreement can be reached 

electronically.’
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While discussion can arise with respect to 

the evidence of the standard electronic 

signature, for example when a signatory 

denies the signing of a contract, the 

advanced electronic signature provides 

more safeguards on the technical security 

of the signature and can provide more 

safeguards with respect to authentication. 

Advanced electronic signatures are 

therefore considered to be more reliable. 

You will find more information about the 

safeguards with respect to the advanced 

electronic signature of Evidos hereinafter.

 

3.  Qualified electronic signature. 
A qualified electronic signature is defined 

in article 3 (12) of the eIDAS Regulation as 

‘an advanced electronic signature that is 

created by a qualified electronic signature 

creation device, and which is based 

on a qualified certificate for electronic 

signatures’. So, to be considered a 

qualified electronic signature, the qualified 

electronic signature must be based on a 

qualified certificate. This certificate must 

contain the specific information set out in 

Annex 1 of the eIDAS Regulation and be 

issued by a qualified certification  

service provider.  

2.  Advanced electronic signature.
An advanced electronic signature focuses 

more on process reliability.

The advanced electronic signature 

must meet the following requirements 

as stipulated in article 26 of the eIDAS 

Regulation:

1.  it is uniquely linked to the signatory;

2. it is capable of identifying the signatory;

3.  it is created using electronic signature 

creation data that the signatory can, 

with a high level of confidence, use 

under his sole control; and 

4.  it is linked to the data signed therewith in 

such a way that any subsequent change 

in the data is detectable.

To ensure the above, advanced electronic 

signatures use mathematical techniques 

to associate the message with a unique 

code, which is derived from the message 

itself and the identity of the sender. The 

association between the message and 

the code is established using a digital key, 

making the code unusable if the message 

is fake.

‘Digital signing is the future and for us it 

is a way to optimize our services.’

Nicole Hollander, General Manager TAF
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Like the advanced signature, the focus  

of the qualified signature is on the reliability 

of the process. The main difference 

between the advanced signature and 

qualified signature is the use of a qualified 

certificate by the signer.  

Qualified certificates are issued by bodies, 

called ‘certification service providers’. 

This can be governments issuing qualified 

certificates as a national digital identity,  

or commercial organisations. Evidos is not 

a qualified certificate issuer, but we provide 

the possibilities to create a qualified 

signature in our platform using a qualified 

certificate the signer already possesses. 

According to the eIDAS Regulation a 

qualified electronic signature ‘shall have 

the equivalent legal effect of a handwritten 

signature’. This means all member states 

must recognize the qualified electronic 

signature and must treat the qualified 

electronic signature with the same legal 

effect as the handwritten signature. 

Although it sounds like the best option to 

choose a qualified signature by default 

there can be some implications. The main 

question is if your end-users already have 

a qualified certificate they feel comfortable 

to instantly use in your application. So for 

example using a citizen digital identity 

in a business or private context. If not, it 

is difficult, costly and time consuming to 

issue a qualified certificate first. You should 

always look for the digital identities your 

end-user already possesses and if the level 

of trust of this identity fits the risk and 

regulation of your transactions. 

The eIDAS Regulation states that an 

electronic signature ‘shall not be denied 

legal effect and admissibility as evidence 

in legal proceedings solely on the grounds 

that it is an electronic form or that it does 

not meet the requirements for qualified 

electronic signatures’. 

If you have any question or doubts 

about the electronic signature for your 

transactions and the legal effect of this 

signature in your country, please contact 

us. We have extensive experience with the 

legal status of the electronic signatures.

‘Making mistakes is a thing of the past since  

the introduction of digital signing.’

Hans van de Ven, Please Payroll
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In a dispute, a standard electronic signature, 

such as a scanned signature, makes it hard 

to prove that the sender really is the person 

who ‘signed’ the document. However, this 

would be possible when using an advanced 

or qualified electronic signature. Whatever the 

case, the level of authentication is entirely 

dependent on the reliability of the  

underlying process. 

By determining the process reliability and 

authentication strength the following 

questions are important to be answered:

1.  How robust are the features used to 

identify the signatory, and to what extent 

are they fully under the signatory’s control?

2.  Have the process steps that the user 

has taken to sign the document been 

documented unambiguously?

3.  When was the document signed, and can 

this be proven later?

4.  Does the document have the right format 

in order to provide ongoing proof that it 

was digitally signed?

5.  How robust was the mechanism that was 

used to link the identifying features to the 

document (= association), the strength 

of the cryptography, so that any simple 

tampering is prevented?

Robust identifying features
Examples of identifying features online 

include an email address, IP address, mobile 

phone number, but also various European 

online identifying services like Itsme 

(Belgium) and iDIN, DigiD (the Netherlands) 

or a qualified certificate. These services make 

it possible to prove the identity of their users 

on a reliable way. Evidos has implemented 

these additional identifying features in their 

signing solution. The identifying features can 

also be ‘stacked’, and their combination will 

make for increased strength of identification. 

It is important to keep in mind, however, that 

when signing a message, the signatory must 

have access to these means of identification. 

More and more the level of identification is 

related to the three defined levels for digital 

identities by the eIDAS regulation; low, 

substantial and high. Please note that an 

eIDAS identity level high may be a qualified 

certificate, but can also be something else.  

An eIDAS identity level high can be strong, 

but does not automatically results in  

a qualified signature. 

Steps in the signing process
Before signing anything, it is important for 

signatories to know what document they are 

about to sign. Which documents have been 

displayed, and is there an explicit moment at 

which the user makes the conscious choice to 

sign (as an indication of intent)?

‘The current electronic signature system gives 

Nationale Waarborg an even better means of 

verification via a digital signature transaction 

receipt, providing assurance that the bank guarantee 

really has been signed by the right people.’ 

Marjolein van Buuren Nationale Waarborg

Process reliability determines 
authentication strength
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Timestamp
The reliability of the signing process and 

authentication also require accurately 

establishing and recording the time of signing 

in the signature itself. There must be no doubt 

whatsoever about when the document was 

signed, or any indication that it was signed at 

a different time.

Technical standards: PADES-XADES
The electronic signature standards and eIDAS 

requirements make mention of the XADES 

or PADES formats. Essentially, these are 

the technical standards by which a correct 

electronic signature can be included in PDF 

or XML format. They ensure that the digital 

signature can be verified using standard 

methods by various computer programs, 

such as the Adobe PDF reader. The standards 

also ensure that the digital signatures in the 

documents can still be properly and reliably 

verified in the future.

Attaching identifying features  
to the document
PKI keys are used to attach identifying 

features to the document. This process is 

also referred to as ‘association’. If the user 

has a qualified certificate that is issued by 

a reliable means, this key can be used to 

make the association. In other cases, the 

association can be made using a generic 

key. It is important for this key to be properly 

protected, by using an electronic chip in a 

smartcard, USB or hardware security module, 

for example. Without the proper protection, 

it cannot be ruled out that unauthorised 

persons carried out the association. The 

length of the key is also important, since 

associations and seals made by simpler keys 

are easier to break.

All electronic signatures have a certain level 

of legal validity and can serve as evidence. 

However, this varies from one member state 

to another. Furthermore, the fact that they 

are electronic or do not meet the criteria for 

qualified signatures does nothing to change 

that fact. But if there are gaps in the process, 

the strength of even qualified signatures can 

be low. Properly ensuring the reliability of the 

signing process is important for verification by 

external parties, such as a court of law.

 

“If there are any gaps in  

the process, even the strength  

of a qualified electronic  

signature is low.’’
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How do I choose the right 
signature and authentication 
strength for my documents?

Is a signature even necessary?
There are various operational processes 

within organisations that can require digital 

signatures. Some of these are support 

processes, such as purchasing, HR and 

finance procedures. Others concern the 

service provider’s primary process, such as 

secondment of staff, purchasing or leasing 

houses, and issuing insurance or providing 

other services.

The most important initial question is: is a 

signature even necessary? The legal rules 

governing the necessity of a signature vary 

by jurisdiction. See also the foregoing section 

‘Concluding agreements: is a checkbox 

sufficient?’. In a civil law country as the 

Netherlands for instance, in some cases, 

signatures such as those put on paper are 

merely a formality, or essentially ceremonial 

in nature. This may mean that the digital 

process no longer requires it: if the purpose 

of the handwritten signature was to verify 

the origin of the letter, for example, then the 

organisation’s secure SSL portal can fulfil this 

role digitally.

It is also important to consider whether an 

electronic signature is used outside the 

context of the organisation. Documents 

requiring signatures for approval by two 

employees within the close context of the 

organisation may be digitised and signed 

using the local intranet and a login code. 

But be aware that the organisation should 

still make sure the sole control and other 

advanced/ qualified requirements are in 

place, to make sure the employee cannot 

claim somebody else signed the internal 

document.

What level of authentication do my 
documents need?
The legal rules governing the level of 

authentication of your documents vary by 

jurisdiction. In the Netherlands for instance 

the required authentication strength 

is determined by aspects such as the 

transaction risk and the criteria that are set 

by a supervisory authority. However, this 

can vary from one member state to another. 

Deciding on a digital signature solution will 

therefore involve a risk assessment. So, 

wherever there are major interests at stake, 

it is wise to use reliable electronic signatures. 

When booking a campsite, for example, ticking 

a checkbox will likely be more than sufficient; 

but a home lease agreement will probably 

require an advanced electronic signature. 

“The legal validity  

of a digital transaction  

depends on the digital 

authentication strength.”
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The most important questions to answer 

when deciding on a digital signature are  

given below.

1.  Are the documents ‘authentic’ (see 

below), and/or does the law prescribe 

other requirements for concluding this 

agreement?

2.  What criteria are set by the supervisory 

authorities in my sector? (e.g. the Belgian 

Federal Public Service FINANCE, the Dutch 

Authority for the Financial Markets (AFM), 

the French Autorité des Marches Financiers 

and sector organisations)?

3.  What electronic signature facilities, digital 

identities, do my signatories actually have 

access to?

Authentic or private documents
It is important to investigate the requirements 

for concluding agreements that are stipulated 

in national law. For example, maybe a 

distinction is made between ‘authentic’ and 

‘private’ documents. It is therefore important 

to establish whether the document is 

‘authentic’ or ‘private’ in nature. Authentic 

documents are those drawn up in the proper 

form by authorised officials, such as the 

Registry of Births, Deaths and Marriages, 

civil-law notaries and courts of law. 

Private documents are any documents that 

are not authentic. In practice, this essentially 

means that private documents are any 

documents not drawn up by a civil-law 

notary, but are signed nonetheless. Currently, 

authentic documents require a qualified 

electronic signature, so documents in which 

the qualified signature is explicitly mentioned, 

such as notarial deeds for the land registry.

Of all document flows, 95% are private and 

can be signed using an advanced digital 

signature, on condition that no additional 

requirements are set by supervisory 

authorities, and that the service provider does 

not need the strict requirement of a qualified 

certificate to identify the signatory. 

Discussing the different laws of various 

countries is unfortunately not possible, 

but if you have any question about these 

specific legal elements in your country, please 

feel free to contact us. We have extensive 

experience with these legal subjects.

Supervisory authorities and third-
party effects
It is important to consider the electronic 

signature requirements set by supervisory 

authorities and other relevant parties, or 

those for instance included in the Dutch 

Authority for the Financial Markets (AFM). 

The criteria set by various European parties 

such as the Belgian Federal Public Service 

FINANCE, sector organisations, auditors, 

accountants and insurers generally relate 

to the reliability of the intended signature 

solution. If documents are to be sent 

abroad, it is wise to check for any additional 

requirements in the relevant country. In 

Europe, the eIDAS Regulation applies.

‘We process around eleven to twelve hundred 

lease agreements per year. Electronic signatures 

save us around four to five hours per customer, 

since we no longer need to print, scan, or mail 

any documents.’ 

Henk Stoutjesdijk, ICT & Facilities Team Leader, Stadlander
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Authentication and independent  
third parties 
Service providers can configure an electronic 

signature process themselves or outsource 

it to an external signature service. Keep in 

mind though that digital signatures need to 

be eIDAS compliant and involve much more 

than simply replacing a handwritten signature 

with a scanned image, or a ‘scrawled’ version 

using a trackpad or mouse. However, with 

the standard electronic signature there is no 

authentication option to check whether the 

signature actually is signed by the signatory, 

but with the advanced signature on the 

other hand it is possible to authenticate the 

signatory.  Correctly setting up a user-friendly 

and legally valid signing process is a complex, 

costly and knowledge-intensive process. 

Systems are also constantly evolving, so the 

answer will never be a one-off static solution. 

The variety of digital identities used for 

signing will continue to grow over the years 

ahead, for example. Solutions will require 

ongoing scrutiny to determine whether they 

are still compatible with the latest options, 

technical standards and legal requirements. 

Even more importantly, signature services 

under the eIDAS Regulation will be subject 

to supervision and will therefore take on a 

trusted and independent role. To ensure 

effective authentication, therefore, it is 

important for organisations not to act 

as parties in the creation of electronic 

signatures. It is, of course, important for 

organisations to have a cloud policy in order 

to connect with these external services.

‘Signhost.com immediately had the willingness 

to adapt to our wishes’ 

Pascal Kamphuis, Het Wonen director

Means of identification
Users who are asked to sign electronically 

but who do not have access to the right 

form of digital ID will need to sign and send 

the document by hand after all. More and 

more identity schemes are introduced by 

governments, banks and telco’s. Make sure 

you have a flexible solution that is able to 

expand the number of digital identities that 

can be used to sign a transaction and also 

support the option to use multiple national 

identities for international transactions. 

If an advanced signature will do, then 

signatories can use whichever digital ID they 

have available that provides a high level of 

security.  So, consider: how strongly do you 

need to identify the signatory for transaction 

authentication and process reliability? Is a 

verified email address enough, or is more 

stringent authentication necessary?
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What criteria apply to my solution?
When choosing an electronic signature, it is 

worthwhile to answer at least the following 

questions: 

•  Does the solution allow for an audit trail? 

Audit trails document and record all steps 

in the signing process, allowing the parties 

involved to determine for themselves to  

a large extent whether the requirements 

for legal validity have been met. 

•  Are both the document and the audit 

trail ‘sealed’ using PKI (Public Key 

Infrastructure) encryption?

  This assures the parties involved that the 

document has not been tampered with.

•  Is the electronic signature solution based 

on internationally recognised signature 

formats, such as PAdES (PDF Advanced 

Electronic Signatures), XAdES (for XML) or 

CAdES (for CMS)? These standards ensure 

that documents can still be opened and 

read by humans and computers in the 

future.

‘We send a medical file authorisation form to  

a staff member through the signhost.com service 

of Evidos, and within three minutes it is signed 

and in the company doctor’s inbox, who then 

immediately has access to the patient’s details. 

To us, the time saved by this process is absolutely 

vital. We don’t want to waste time on things that 

don’t add any value.’  

Marc Aelberts, Managing Partner at Richting

•  Does the solution add a timestamp, as 

proof that the document already existed  

at a certain point in time?

•  Which ‘authentication methods’ are 

used? One condition applicable to digital 

contracts is the ability to verify the identity 

of the parties with certainty. This can be 

achieved in many different ways, such as  

a username and password, itsme (Belgium), 

DigiD, eHerkenning, iDIN (the Netherlands), 

a code sent by phone message, online 

payment or a qualified certificate. The 

preferable method(s) will depend on factors 

such as the application, the sector and the 

users. The chosen electronic signature 

solution must support the authentication 

methods as broadly as possible and allow 

various means to be ‘stacked’ to provide 

the right level of proof.

•  Are the documents and proof of 

transaction both fully entrusted to the 

parties involved? If the signatures are used 

as evidence in a court case, there must  

be no dependency on the signature  

service provider.

•  The electronic signature must represent 

a clear indication of intent. The signing 

process must be unambiguous, and the 

signatory must be given a clear opportunity 

to express agreement.
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Additional considerations
Besides the aspects that assist in the 

selection of a signature solution that meets 

the requirements of an electronic contract, 

it is also advisable to devote time to the 

following aspects that relate more to the 

user-friendliness of a solution:

•  Is it possible to delegate the signing of  

a document to somebody else, such as an 

assistant or board secretary?

•  Does the solution provide for a clear 

workflow if a request to sign a document  

is denied?

•  Does the solution include an application 

programming interface (API) that allows for 

integration with business applications, so 

that digital signatures can be added using 

an IT system already in use within  

the organisation?

•  Can the solution be used on mobile 

devices?

•  Can the system be easily interfaced 

with the organisation’s own document-

management system?

•  Is it possible to have documents signed  

by multiple signatories?

•  Is it possible to sign multiple documents in 

a single transaction (e.g. an employment 

contract, payroll tax declaration and terms 

and conditions of employment)?

•  Are personal details always adequately 

protected, and does the signature service 

have the correct certifications (such as 

SOCII certification)?
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More and more organisations are digitising 

their paper processes – even documents 

with legal consequences are being processed 

digitally more and more often. As a result, 

the use of electronic signatures is rapidly on 

the rise, but it remains important to properly 

determine whether an electronic signature is 

necessary and what criteria it must meet.

First of all, if you want to use electronic 

signatures, you have to investigate which 

requirements national law prescribes with 

respect to the conclusion of agreements. In 

most cases agreements can be concluded 

without any formal requirements. In that 

case you have to determine how you want to 

conclude the agreement. A (digitally) signed 

agreement provides much more certainty and 

evidence than the non-signed agreement. 

In order to use a legally valid electronic 

signature, the electronic signature must meet 

the requirements of the eIDAS Regulation. 

The eIDAS Regulation makes a distinction 

between the standard, advanced and 

qualified electronic signature.

Besides the (national and European) legal 

requirements, organisations must also look at 

the possible requirements set by supervisory 

authorities. It is also important to look at what 

level of authentication is required and who 

the signatories are. 

When deciding on a solution, it is important 

to take a good look at whether the process 

reliability and authentication requirements 

can be properly met. Setting up digital 

signatures in your own organisation is more 

than just simply replacing a handwritten 

signature with a scanned image, or a 

‘scribbled’ version using a touchpad or mouse.

Signature service providers can offer simple 

solutions, including options for independence 

and supervision. The cloud offers a practical, 

user-friendly and low-cost solution that is 

always in line with the latest legislation and 

guidelines. One such example is the signature 

platform of www.evidos.com, which allows 

users to sign documents electronically and 

safeguards document integrity using their 

locally trusted digital identity and signing 

method (like www.ondertekenen.nl,  

www.firmar.es, www.signing.co.uk or  

www.signhost.com. There are various  

options available to verify user identity.  

The level of authentication varies between 

user groups, from personal ID to online 

verification methods.

Conclusion

‘In terms of legal  

authentication, digital signatures 

are equivalent to handwritten 

signatures.’
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‘Evidos’ stands for Evidence in Online 

Services, or security in online operations. 

Evidos is the market leader in digital signature 

and identity solutions. Our solutions offer 

online security, cost savings and greater 

speed and efficiency in delivering your own 

products and services.

For over ten years now, Evidos has been 

involved both nationally and internationally 

in creating the latest digital signature and 

login standards, legislation and technologies. 

It is always important to know who you are 

dealing with online, and digital transactions 

must have the same legal status as those 

completed on paper.

We are proud to support major European 

organisations such as BNP Paribas, ABN 

AMRO, TAF, Total, the Chamber of Commerce 

and Camelot Europe. Small and medium-sized 

businesses also successfully use our online 

service solutions.

Our operational vision and solid technical 

expertise make us the ideal partner for any 

organisation. We offer solutions that are both 

high quality and outcome-driven.

About Evidos

‘For over ten years, Evidos has been the national 

and international expert in the field of digital 

authentication. Our signature and identification 

services always strive to attain the right balance 

of user-friendliness, price and legal validity for 

service providers.’ 

Kick Willemse, founder of Evidos 
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Contact Follow us

Please get in touch for a personal, 

obligation-free consultation to discuss  

your needs or any questions regarding 

digital authentication.

Evidos - Signhost.com

Kick Willemse  

Phone number: 0031 23 799 69 99

info@evidos.com

www.evidos.com

www.signhost.com


